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Abstract

Ubiquitous data acquisition and machine learning (ML) systems, in particular, smart cameras,
have proliferated throughout all kinds of built environments for surveillance or profit-oriented
analysis. However, building occupants are rarely consciously aware of their presence and have
no access to the data or the one-sided analysis. Transparency and privacy concerns may be
aggravated when ML inferences extract more information from the collected data. Critically
investigating ML-powered smart cameras, | first performed a self-surveillance experiment
documenting my personal life. It generated a vivid 4D diary that captured lively details and
recreated memories through a combination of machine recognitions and personal diaries.
Recognizing the benefit of empowering those whose data is collected with active inputs, |
proposed to transform the conventional unidirectional data acquisition and ML computation
system into a bi-directional interactive one. Presented as a 4D diary co-authored by humans and
machines, | designed and prototyped a digital platform featuring interactive visualization,
control, and understanding. Through user studies and interviews, | explored the interaction
dynamics between occupants and the system, exploring how the prototype mitigates
transparency and privacy concerns. This research offers alternatives to the dominant paradigm
of passive data acquisition and computation, empowers occupants with active voices and
controls, and reintroduces their agency that can be overshadowed by automated and opaque
processes. It demonstrates a methodology guiding technology development toward

transparency and empathy.



1 Introduction

1.1 Proliferation of Smart Cameras

The term “ubiquitous computing” was first introduced by Mark Weiser [40] in the early 1990s,
when he envisioned computers would be embedded in everyday objects and tied with a network,
to improve efficiency and smooth workflow. The industry has been developing towards this
aspiration. More and more “smart” objects like thermostats, speakers, cameras, and even
refrigerators and mugs, go into the market. They have a certain level of intelligence so that they
can automatically respond to changes in the environment or human demands. However, they
come with a byproduct of ubiquitous data acquisition, the continuous and pervasive collection
of data from various sources and sensors embedded in the built environment. And many of
them have embedded machine learning systems to respond to versatile demands, thus the
“smartness”. One of the most common smart objects is smart cameras, which have proliferated
throughout all kinds of built environments. They may be used for security surveillance on urban
streets and public buildings. For example, the Verkada camera [47] has a motion search feature,
that can find people who have appeared along the specified movement path. Another feature is
locating humans or vehicles with specified attributes, like color, gender, etc. Homes are also
colonized by smart cameras. For security purposes, people install cameras and get notified
when unwanted visitors are in the garage or backyard. In addition to surveillance, the captured
videos can also be used for profit-oriented analysis. Microsoft Azure Al provides a spatial
analysis service [10] to help retail owners count customer traffic and analyze popular products

so that they can arrange store layouts and stock inventories accordingly.
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Motion search and incident investigation for property management (Image source: Verkada, 2024 [47])

A ]
|
l-‘
-
y

o

Spatial analysis by Microsoft Azure Al for retail store (Image source: Microsoft, 2024 [10])

1.2 Awareness, Transparency, and Privacy Issues with

Camera Surveillance

Despite the legitimate and reasonable motivation, pervasive camera surveillance triggers
concerns about privacy and transparency regarding those who are being watched. Often
associated with the image of "Big Brother Is Watching You" established by social critic George
Orwell in his novel "1984" [25], numerous discourses came up about privacy invasion and the
centralized collection and processing of information by a singular, usually governmental entity,
concerning the unconsented observation and recording of individuals' activities. In 1999,
sociologists Norris and Armstrong examined the extensive deployment of CCTV systems in the
UK and its societal implications [24]. Their observations on surveillance camera operators
suggest a highly subjective and discriminative nature in choosing the surveillance target, whilst
the watched remain totally unaware. They raise concerns about privacy erosion, behavior
modification, and the potential for increased paranoia and distrust in society. They also examine
the power dynamics inherent in surveillance, where those controlling the systems wield
significant power over those monitored. In contemporary building surveillance, only a privileged
few have access to the video footage: data analytics, building owners, and management teams.
Occasionally, architects use them for preliminary site analysis before renovation projects, or

post-occupancy evaluation to understand space usage.
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American Al researcher and humanities scholar Phillip Agre's renowned essay on technology,
"Surveillance and Capture," delves into the capture model of privacy alongside the surveillance
model. It discusses scenarios where users willingly consent to data capture in various
applications to tailor their experiences [2]. These fragmented data points, when amalgamated,
can form detailed profiles of individuals' behaviors and preferences. In this capture model, the
more intricate the data and the greater the computational analysis, the better the customization
fitting the individual's preferences can be achieved. With advancements in technology,
particularly machine learning algorithms, details of a person's life, such as their preferred colors
and daily routines, can now be deduced solely from camera data. This raises questions about
the appropriate level of computational analysis with collected data, aiming for positive
outcomes without encroaching on individuals' privacy. Moreover, there's a high risk of data

leakage and misuse.

Agre further contends against automatic face recognition in public spaces [1], highlighting the
pervasive tracking of individuals and the potential combination of face recognition data with
other technologies, leading to heightened privacy infringements. Although technological
advancements have reduced errors such as false positives since Agre's writing, concerns about

privacy invasion persist, especially regarding identifying individuals in crowds.

1.3 Limitations, Biases, and Transparency in Machine

Learning Models

How do smart cameras know a person with a backpack has appeared in the video? Behind the
scenes are machine learning (ML) algorithms in computer vision. From video or image inputs,
they can classify them into different categories, detect and classify objects, or even generate a
text description of the input. So, to solve the previous question, one possible way is to use a
classification algorithm to predict True or False if a person with a backpack appears in the input
video. Another approach is to use an object detection algorithm to detect all objects within the
input video frame. If the algorithm detects both person and backpack in the same frame and

their 2D location is close enough, we know that the target scenario occurs. Adopting an ML
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algorithm for a specific task follows a general pipeline. Initially, a substantial amount of labeled
data is gathered, forming the basis for training the ML model, often employing neural networks.
These networks are trained to correctly classify, detect, or generate outputs based on the
provided data. Engineers then fine-tune the model parameters to optimize its performance on

the collected dataset.

However, even though machine learning algorithms are designed to automate the task on
massive datasets objectively, the truth is that they are biased, and they often fail. Studies
recognize biases embedded in the training dataset. Conferences are held to target these
concerns. For example, in the ACM Conference on Fairness, Accountability, and Transparency,
Buolamwini points out that the accuracy disparity between gender and race in gender
classification algorithms originated from the training datasets that unproportionally include
more lighter-skinned subjects [5]. Artists are also in an effort to acknowledge the limitations of
computer vision algorithms. Trevor Paglen composes a string performance accompanied by
face detection and classification algorithms predicting the performer’s age, gender, emotion,
and activity [26]. Audiences watch clearly how the algorithm captures the facial structure of the

violinist almost precisely, but fails to understand who she is and what she is doing.

Left: Gender and skin color composition in facial recognition benchmarking datasets (image source:
Buolamwini and Gebru, 2018 [5]);

Right: facial recognition on a violinist in Image Operations (image source: Paglen, 2020 [26])

Moreover, machine learning models, especially neural networks, are often perceived as “black
boxes” because their inner mechanisms are hard to comprehend, even for ML professionals.
The general public without ML expertise further feels mysterious and unable to understand the
logic behind the predictions made by ML models. Such a phenomenon is widely recognized by
the research community. The discourse extends into the broader field of artificial intelligence

(Al), where transparency is a pivotal concern.
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The challenge of black-boxiness in Al is compounded by the intricate and often non-linear
interdependencies of model variables and layers, which make it hard to trace and interpret how
input data is transformed into output. In 2016, a seminal article, “Can we open the black box of
Al?” published in Nature, calls for demystifying these black-box models by developing new tools
for more interpretable machine learning processes [6]. Since then, research communities of
multiple disciplines, such as technical and social sciences, have been paying more attention to
the interpretability, explainability, and transparency of Al algorithms. Transparency is crucial for
widely adopting Al algorithms to various application sectors in society. Without transparency, it
becomes challenging to ensure fairness and to hold systems accountable for errors or biased
outcomes. If we do not understand how Al reaches their decision, it would be difficult to trust
them [9].

1.4 Research Question

Motivated by the aforementioned concerns on both the data acquisition and further ML
computation performed on the collected data, this thesis seeks to investigate the following

question:

How could we design for transparency and occupants’ privacy in data

acquisition and ML systems in built environments?

To be specific, | focus on the occupants of the built environments. In conventional data
acquisition and ML systems, at least two entities are involved. One is the building owners or
management who install the system and use the collected and inferred data to inform
decision-making, who | perceive as the “user” of the data system. The other is the occupants
whose data is collected from, but may or may not be actively involved in the processing
afterward, therefore, not “using” the system. This study aims to address the transparency and

privacy concerns that the occupant might have.
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1.5 Structure of the Thesis

This thesis consists of six chapters. Chapter 1 Introduction starts with a general concern on
ubiquitous data acquisition and ML computing systems, and limits the scope of this thesis to a
subset of smart cameras. It highlights specific concerns about privacy and transparency in
camera surveillance and discusses biases and limitations inherent in the backend ML
algorithms. These identified issues led to the research question addressing awareness,
transparency, and privacy concerns of ubiquitous data acquisition and ML systems in built

environments.

Chapter 2 Background contextualizes this study within the greater HCI research community that
has been addressing the transparency issue of data acquisition and ML computation.
Explainable Al, Al literacy, and Interactive ML concepts are studied to unveil the black boxes of
Al/ML systems and promote understanding and trust. Storyboards, technical prototypes, and
user studies have been used to understand user’s privacy concerns and design software
systems for that. It references several artistical investigations that critically approach data
acquisition and ML computation to exemplify the methods adopted in this study. An initial
experiment was introduced here as the first step of my own investigation. It was a
self-surveillance experiment exploring the boundaries in machine’s understanding of human
activities. The outcome was a 4D diary that vividly captured the qualitative and quantitative

traces of my life while revealing the capabilities and limitations of the data system.

The first experiment leads to Chapter 3 discussing my methods, an interactive system designed
to transform the conventional passive data acquisition and ML computation pipeline with
interactive visualization, control, and understanding, empowering occupants with active voice

and control over the entire system.

Chapter 4 illustrates how | deployed this conceptual design in a semi-public experiment. It first
documents and justifies choices of the data representation and ML algorithms. It discusses the
raw and semantic representation of human activities and the choice of point cloud
representation of the built environment. Then the chapter illustrates the conventional passive
data acquisition and ML computation system setup, and my design of an interactive system to

empower occupants with active input and control. This system is realized in a digital prototype
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that occupants can interactively visualize, control, and understand the data and ML

computation. It describes the user study and interviews used to validate the prototype.

Chapter 5 Results presents qualitative and quantitative findings from the user study. It depicts
the dynamic between the occupants and their collected and inferred data, and discusses how
this interactive prototype promoted transparency and user understanding of the data system, as

well as drawbacks noticed during the interactions.

Lastly, Chapter 6 Discussion concludes the contributions, limitations, and future works of this
thesis. This study explored the boundaries and indications of SOTA ML-powered human activity
recognition systems, designed and prototyped an interactive system to convert the conventional
passive system for user visualization, control, and understanding. The prototype could be
further developed to increase user control freedom and support real-time capture and
visualization. It has established a framework that could act as the visualization and control hub
of the local 10T network, and provide functional user control of the data acquisition and
processing. Outlooking the future, this chapter concludes with promising directions for

advancing technological development from a human-centered stance.
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2 Background

2.1 Al Literacy and Interactive ML for Transparency and

Understanding

Multi-disciplinary research communities have been exploring to mitigate the negative effects of
MLs limitations and biases. The human-computer interaction (HCI) researchers more often refer
to the mother field of ML, artificial intelligence (Al), and discuss its ethical use. Understanding
the internal mechanics is crucial to ensure the reliable use of Al systems, especially for complex
deep learning (DL) models. The terms, interpretability, explainability, and transparency of Al
algorithms, are often used interchangeably or discussed together. Previous studies [11] point
out that understanding the Al decision-making process includes three parts: understanding the
task, knowing how to evaluate the performances, and the experience used to train the model.
Explainable Al (XAl) [4] has been explored to provide new ML techniques that are
human-understandable so that human can have trust in the Al agents and be able to effectively
manage them [12]. American human-centered Al researchers Long and Magerko propose to
expand the audiences to the general public without specialized knowledge so that anyone can
interact and evaluate Al with critical lenses, and for designers to design Al-powered systems to
promote understanding of Al, coined in the term “Al literacy” [19]. They discuss five overarching
themes regarding the definition, capability, working mechanism, usage, and perception of Al.
Long also uses public interactive installations to promote awareness of Al systems. In Lumin Al
[20], participants improvise dance with an Al partner shown on screen. User testing reports that
participants can use interaction to differentiate Al who just mimic their posture from those who
improvise, and demonstrates the positive influence of interacting with Al in real-time and
involving multiple participants. Participants can not only enjoy the fun and engaging interaction,
but also discover the capabilities and limitations of the Al by trying different actions. Design
researcher Nicenboim, who focuses on more-than-human design in the context of Al, extends
the explanations to the shared understanding of Al [23], highlighting the necessity to expose
also possible failures, multiple agencies, systems, and biases. They provoke consideration of

what'’s explained that need not be technical.
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Philosophy scholar von Eschenbach proposes that recognizing the socio-technical system in
which the Al operates may be more effective in establishing trust[9]. This method emphasizes
improving the trustworthiness of the broader systems in which Al technologies are integrated,
so that trust in the Al itself could also increase. Rather than solely attempting to make Al
transparent, which can be inherently difficult, this approach advocates for the development of
robust, accountable systems that govern the application of Al, thus making them worthy of

trust.

Interactive machine learning has been studied to learn continuously and adapt to new data and
feedback in real time. It often involves a “human-in-the-loop" approach, where users provide
feedback on the model's performance [3]. This feedback can be used to influence the ML
algorithm by finetuning the model and adjusting its parameters. In an example of helping data
scientists improve predictive models, researchers find that an interactive visual analytics system
showing partial dependence allows the user to understand how and why the model made
certain predictions. The interactive system also supports adjusting parameters to see how the

prediction changes, which is proven to provide insights into the predictive model.
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Interactive visual analytics system, Prospector, showing partial dependence to help data scientists

understand and improve predictive models. (Image source: Krause et al., 2016 [16])
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2.2 Design for User’s Privacy

HCI Researchers and software developers are continually seeking ways to balance functionality
with privacy, ensuring users can enjoy the benefits of smart technology without compromising
their personal data. Through surveys, interviews, and technical developments, this chapter

delves into the current state and future possibilities of privacy design in smart devices.

Jin et al. survey and interview users to study potential privacy-protective measures on smart
home devices, including smart cameras, voice assistants, TVs, etc. Physical blocking layers turn
out to be the most prevalent approach currently used. The authors propose several privacy
protective concepts and identify the privacy diagnostics to be the most favored by interviewees.
Data collection monitor is the second most globally preferred for its centralized visualization of
what is being captured but is short on control capability. Privacy mirror is strong on the control,

but is doubted whether no data is collected as advertised.

)0 that can analyze By
alt his devices. oan

— ]\

[Character, Context] [Problem] |User Action, Technotogy) [Resolution]

Charley installed numerous smart home devices at He feels overwhelmed because these devices can Charley installs a tool that enables him to view Charley now feels much safer because he is no longer

different places in his house. collect personal data and send it to external servers  devices' data collection attributes including when, blinded from the data collection behaviors of his smart
without his awareness. how, and where his data is going. home devices.

Storyboard for data collection monitor. (Image source: Jin et al., 2022 [14])
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[Resolution]

Due to legal regulation, companies offer users a report After reviewing the report, Amy understands why she  Later, she finds fewer political video recommendations

smart home products from a single company. Though about their knowledge of users and allows users to gets the toothpaste advertisement when it runsout.  in her video feeds. She enjoys the transparency and
these devices improve her life quality, Amy begins to  wipe some information so the company will forget However, since she is not interested in political videos, control in the process and starts to read such a report
wonder what information the company knows about  them. For example, the report might tell Amy that her  she requests the company to forget that information.  every few weeks.
her. smart home vendor knows when she wakes up,

brushes her teeth, and goes to sieep.

Storyboard for privacy mirror. (Image source: Jin et al., 2022 [14])

Another survey compares users’ privacy perceptions of cameras and radio-frequency (RF)
sensors[34]. Cameras have traditionally been perceived as more privacy-invasive because they
capture personal-identifiable information, such as people’s faces. But RF sensors are
anonymous. However, this survey finds that the data itself and the inference that can be made
from that data are both significant factors in privacy perception. Users who gain full control over
the sensor design and data policies become increasingly comfortable using the device, even for

privacy-invasive ones like cameras.

Very Uncomfortable
9% I Uncomfortable

1 Neutral

1 Comfortable

. B Very Comfortable

2
il

Just the Device 1

Device + Inferences 7% 7% |

50% 40% 30% 20% 10% 0% 10%

Percentaae of Resnonses

90% 80% 70% 60%

User comfort level drops when shown the device+data or device+inference of a camera. (Image source:
Singh et al., 2024 [34])

Audio data is also considered more privacy-invasive as the human speech sound can be used to
identify specific people. Recognizing the intimacy and detail level inherent in audio and video
data, VAX [28] approaches from the machine learning perspective. It proposes to use a
pretrained deep learning model taking video and audio inputs and use its results to train other
privacy-sensitive sensors, such as Doppler radars that capture the speeds and directions of

surrounding movements, Inertial measurement units (IMUs) that include accelerometers and
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gyroscopes, and thermal cameras. After the training is done, the activity recognition can be

done using only the privacy-sensitive sensors, and no more video and audio data is needed.

Context Recognition

Training Privacy
Preserving
Sensors for
Activity

Recognition

(Camera)

Training Models
Privacy Preserving Sensors

Training Phase: Generating Labels and

Training Privacy Preserving Sensors

Trained models for
Privacy Preserving
Sensors.

Deployment Phase:
Remove A/V Rig,
and start activity

predictions from trained
VAX models

Left: VAX sensors; Right: VAX ML architecture. (Image source: Patidar et al., 2023 [28])

Peekaboo [15] recognizes similar concerns regarding privacy-invasive data acquisition and

computation, specifically in a smart home environment. It establishes a software architecture

for developing the software stack of smart home devices. Software developers need to explicitly

define the granularity, condition, and destination of data processing using a library of operators

in a central hub, and leave as much as possible data processing locally. ML inference running

locally can derive privacy-preserving data for other computations on the cloud. Therefore, a lot

of personal information data will not be sent to the outside internet, greatly mitigating privacy

leaks and data misuse. In this paradigm, users can also gain more transparency on the data

pipeline and be assured that only the specified data will be sent to outside Internet.
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Peekaboo data flow for a water leak detection application. Only necessary data containing as less private

information as possible will be transmitted to the cloud. (Image source: Jin et al., 2022 [15])
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Peekaboo hub interface to configure data flow and operator (Image source: Jin et al., 2022 [15])
Furthermore, software system developers Zhang et al. recognize the two entities involved in the
data acquisition by loT devices, the owner of the device and the building occupant whose data
is collected from. The occupants have sensitive data captured but no control over how the data
is managed and used. Therefore, they propose loT Ephemeral Ownership (TEO) to allow
occupants to claim co-ownership over the loT device for a limited time [43]. The device owner
maintains the ability to decide whether to allow for co-ownership, but will not have access to the
private data once the device is claimed by the occupants. In doing so, the occupants hold

control over their own data, drastically alleviating the privacy concern.

2.3 Prior Critical Investigations

Precedent works have approached the topic of camera surveillance and ML systems with
criticality. In the domestic setting, human-centered designer and researcher James Pierce
inquires into smart home cameras and investigates three types of loopholes [29]. First the data

is prone to leakage, abuse, and harming those who the data is collected from. Second,
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“hole-and-corner” applications that are not acknowledged with potential harm to the user, still
collect data and interact with the user. Lastly, “foot-in-the-door” products subtly prepare users
for previous unacceptable features under the guise of normal functioning affordances. Through
a series of designs and explorations using creepiness as a provocation, he investigates privacy
and security issues. One example in which he speculates the future of smart home cameras is
that they capture detailed personal identity, activity, and movements. They are installed in
private homes but are used to cross social boundaries. For example, installing a smart camera

by the window facing outside can peak into neighbors’ lives.

0

—
-

« &

“Towards an architectural taxonomy of leaky camera sensor field”. (Image source: Pierce, 2019 [29])

Artist and engineer Robert Twomey explores the poetic intersections of human and machine
perception. Through a self-surveillance of his own home, he investigates the promise of smart
home technologies [39]. Within a functional smart home system, cameras capture his bodily
movement, sensors show his interaction with smart objects, and microphones record his
language. Jointly, the intimate life is portrayed by machines and numbers. Metaphoring the
home as a machine for living, he experiments with the cohabitation of humans and machines.

The machine is repositioned as a vehicle for self-examination and critical introspection.
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Sensor Activotions by Houwr

Captured video, 3D scan, and sensor logs in A Machine for Living In (Image source: Twomey, 2017 [38])

The emergence of technologies has been accompanied by critical voices. There are numerous
artistic provocations breaking camera surveillance and ML recognition. Artist Mark Shepard
built a CCD-ME-NOT umbrella in 2010, using infrared LEDs to shadow humans from CCD
surveillance cameras so that object tracking algorithms cannot function on them [32]. As part of
his “sentient city survival kit,” he responds to the pervasive surveillance and tracking using an

ordinary object, the umbrella, and equips it with a rebellious attitude.

ntCity Meluorkiing 05,2010 04:28

CCD-ME-NOT Umbrella in CCD camera view (Image source: Shepard, 2010 [33])
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Adam Harvey, similarly, is motivated to reclaim privacy from the increasing visual data
acquisition and designs facial covers and camouflage to hide from computer vision algorithms
[13]. Also in 2010, he designed a facial camouflage to hide from the Viola-Jones haar cascade
face detection algorithm. This CV Dazzle project targets only the machinic vision, and remains
perceptible to human observers. It aims to question the indirect, distanced, heterogeneous

machine observation in contrast to direct and intuitive human observation.

CV Dazzle facial camouflages (Image source: Harvey, 2010 [13])

From another perspective, Kyle McDonald exposes the extent of privacy invasion that is possible
from surveillance cameras. The project “Exhaust a Crowd” (2015) allows online users to
anonymously annotate 12 hours of footage from surveillance cameras in different cities around
the world [21]. While being interactive and fun, many of the online comments express concern
about surveillance and privacy, the message that this interactive crowdsourced art tries to

convey.
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Public annotation website in Exhaust a Crowd (Image source: McDonald, 2015 [21])
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Artists also call for attention to the undercovered humanity of the infrastructure underlying the
increasingly pervasive machinic vision. The Training Humans exhibition tells stories and the
humans behind images for training algorithms to recognize human faces [27]. Paglen and
Crawford [7] discover the social and political aspects behind the machine-automated
interpretation of images. They study the materiality of ML algorithms -the training dataset. The

taxonomy and composition of the training labels, the annotation process and the limitation

embedded, all have implications to the intelligibility of the algorithm, and subsequently socially

L

influence the decisions that the ML predictions are used for.

age: 25-32 (0:9%)

gender:female (0.99 / &
emotion: Happy (1.00) 8 5 L

Training Humans exhibition (Image Source: Paglen, 2020 [27])

2.4 Initial Experiment: Self-Surveillance

Inspired by the previous critical and artistic investigations, | started my own journey exploring
the promises of modern technology in human activity data collection and computation. To start,
| performed a self-surveillance experiment to investigate how machines capture human lives
through their “eye”, the camera, and congest and understand through their “brain”, the ML
algorithms. The aim was to explore the boundaries of the machine with modern ML intelligence

and understand its capabilities and limitations.
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3D meshes captured by RGB-D camera

Similar to how Twoney monitored his personal life with cameras and motion sensors [38], | set
up an RGB-D camera (Intel RealSense 435i) to record the spatial-temporal movement of myself
and objects around my desk for a continuous 6 hours. Under the consideration of computation
power, the camera transmitted RGB and depth images to the computer at a rate of 6 frames per
second. An algorithm utilizing the RealSense SDK and OpenCYV libraries [46] then visualized the
reconstructed point cloud in real-time. At the same time, an efficient and accurate object
detection ML algorithm, YOLOv3 [32], was incorporated into the real-time visualization. YOLO ran
inference on each RGB image frame and predicted several bounding boxes marking objects and

their class labels. Another state-of-the-art human pose estimation algorithm, ViTPose [41], was
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run to recognize my pose at each frame. Combining the image coordinates of the 2D bounding
boxes and the corresponding depth image, the 3D coordinates of the bounding boxes were
calculated and added to the visualization window. These 3D coordinates and the corresponding
class labels were logged into a CSV file once every minute, representing objects detected in that
minute. | pre-reconstructed a point cloud representing the whole room using Polycam [48] with
the LiDAR camera on my iPhone 13 Pro, and aligned it with the point clouds captured by the
RGB-D camera. Lastly, all object logs across time were compiled in Grasshopper (visual
programming plug-in for Rhinoceros 3D modeling software) and plotted on top of the 3D
reconstruction of the whole room, visualized as a 4D digital model, with time as the additional

axis.

Data Pipeline

The spatial clustering was evident in the visualization. For example, | spent most of my time
around the desk and barely moved. Failure cases were also easy to spot. For example, the
machine learning algorithm wrongly classified my footstool as a book, leading to more

misunderstanding later on.

Imaging how a data analytic would use the object labels, | thought these data might reveal

space usage and behavioral patterns. To exploit all possible information these data could
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contain, | plotted the temporal pattern of objects’ occurrence and discovered some interesting
and abnormal patterns. Both times | left were close to when the cat appeared, indicating that |
probably went to play with him. Other objects like chair, table, monitor, mouse, keyboard,
suggested that this was likely a workspace. However, these stationary objects were in the scene
the whole time but not always recognized.

11:35 AM 5:18 PM

person | B

cat

cup

chair
table
tvmonitor

laptop

mouse

keyboard

cellphone _ .
=

book

Temporal pattern of object detections
Most likely, a human could conjecture from these object labels, that they depicted an office
environment where a person was working on a computer most of the time. Could a machine do
the same? To gauge how ML can understand what was happening from the captured data, |
gave ChatGPT [49] the logs of detected objects every minute and asked how it interprets.
Specifically, | asked: “Imagine you are an observer of someone's life. Below is a list of things you
noticed, each row represents a minute. What can you tell us from your observation? What is
happening in the space you observe?” Below is our chat:

e s (©) ChatGPT
. — Based on the observations:

Computer-Based Work: Frequent use of a computer screen, keyboard, and mouse

suggests the person is engaged in tech-related work, likely in a field like programming
or digital design.

2. Multi-Monitor Setup: The presence of a separate computer screen implies a dual-
monitor setup, common in jobs requiring extensive screen time and multitasking.

3. Stable Workstation: Regular appearance of a chair, table, and computer peripherals
indicates a fixed and dedicated workspace, likely a home office.

4. Regular Breaks: Items like a cellphone, cup, and book point to routine breaks for
personal activities, indicating a balanced work approach.

5. Home Office with a Pet: Occasional mention of a cat suggests a comfortable home
office environment.

6. Solo Work Environment: Lack of reference to other people implies the person works
alone, possibly in a remote or freelance capacity.

7. Extended Work Hours: The long list of observations indicates prolonged work

periods, typical of demanding tech jobs or freelance work.

Overall, it's a solitary, tech-focused work setting with a balanced mix of professional

tasks and personal breaks.

Chat log between GPT and me
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Referencing back to the 4D digital model, | checked its answers and found half of them correct. |
tried to grapple with the reason behind the success and failure based on its explanations. GPT
interpreted the environment as a home office, doing computer-based work in a stable
workstation for long hours, as the combination of objects like computer screen, keyboard, chair,
and table was the most common in a home office setting. However, it answered multi-monitor
setup because laptop and monitor were detected at the same time. But what really happened
was that the YOLO object detection wrongly classified a box as a laptop. The same reason
behind the wrong answer about regular breaks, as YOLO classified my footstool as a book. In
addition, GPT said | was in a solo work environment, as there was no reference to other people.
However, as shown in the 3D reconstruction, another desk was right in front of me. But it was
outside the camera’s field of view, and the object detection algorithm was not able to
differentiate different people, this information was not passed into GPT. What | learned here was
that the machine’s interpretation can be very limited, and often fails to capture the greater
context that a human can spot at first glance. Besides, it can only conclude the quantitative

findings, such as how often what happened.

. person
cat
cup
chair
table
tvmonitor
@ laptop
mouse
keyboard
cellphone

. book

Compiled 4D digital model
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| then provided GPT with 3 diary entries in which | wrote about how | was feeling at different
times of the day. GPT modifies its answer to reflect reality more accurately with human touch. It
captured the context in which these observations happened, and some qualitative keywords
expressing my emotion, like “stuck” which was a negative verb. However, even though the recent
surge in large language models (LLM) like GPT seems to understand qualitative features,
answering questions like “how the person was feeling” are still based on associations between
nouns (objects) and adjectives (emotions) it learned from the massive training texts. Machines

still cannot empathize with humans.

© chatGPT
The additional comments provide more context to the observations, refining the

understanding as follows:

Flexible Work Schedule with Long Hours: The comment at 11:45 AM about "going
back to work even though | can sleep all day" suggests a flexible work schedule, This
fiexibility could indicate remote work or self-employment. The need for coffee points
to reliance on caffeine, possibly due to long or irregular working hours.

Extended Periods at the Desk: The 2:20 PM remark about being "stuck in this table
for too long" and not having finished brunch indicates extended periods of work
without significant breaks. This could suggest a demanding workload or deep focus

on tasks.

Companion Animal | ion: The 4:56 PM comment about "Yuto comes checking
on me" implies Yuto Is a pet, most likely the cat previously mentioned. This interaction

shows a bond between the person and their pet and provides a brief distraction or

@ You

Adding these comments from the person you observe, how do you modify your emotional support during the workday.

understanding?

11:45 AM With these added insights, the picture becomes that of an individual working from
Going back to work even though | can sleep all day... Coffee is a necessity! home with a very flexible yet demanding schedule, They experlence long periods of

. A
220TM focused work, occasionally broken by interactions with their pet. The need for coffee
I've been stuck In this table for too long! Still haven't finished my brunch... 2
456 PM and late brunch suggest non-traditional working hours and possibly a tendency

Yuto comes checking on me! towards working later in the day or into the night

Chat log between GPT and me

With this experiment, | found myself, as an occupant in the space, being much more aware and
curious about how the camera captures me. | had a lot of fun just watching the algorithm run in
real time and seeing myself appear in the digital model. | understood the boundaries of the
object detection algorithm, what objects it captured well, and what it missed. | could also
reversely conjecture the reason behind the success and failure. It was easy to confuse visually
similar objects, such as books and laptops. But the foreground object, such as a person, was
distinguishable. The LLM’s understanding was limited by the object labels that only provided a
partial context because the camera only filmed a small area of the whole room, and the object
detection algorithm did not recognize every single object in the scene. However, the 4D digital

model was visually intuitive when | looked back, and contained rich information. Tagging my
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feelings to a specific time at a specific location, it became a 4D diary documenting my life. The
value was in the quotidian narrative jointly depicted by the quantitative numbers and qualitative
words. Machines better-understood activities happening in the scene from this combination.

Human audiences could emphasize also the atmosphere and feelings from the vivid,
multi-modal portrait of life.
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3 Hypothesis: Interactive System Design

The initial experiment inspired me with an urge to play actively in the conventional passive data
acquisition and computation pipeline. Raw visual data, the video footage, was collected from
the occupants. More semantic information, object labels and locations, and activity labels, were
inferred by ML algorithms from the raw data. Note that in this conventional system, there were
two power entities: one was the building management, which adopted the system and use the
data to inform decision-making, and the other one is the occupants only as the source which
data was extracted from and not actively using the systems. | hypothesized that this passive
role of occupants in the system was the major reason for low awareness, bare transparency,
and high privacy concerns. Most of the time, occupants’ daily activities and the data system had
no interaction, as if they were in two parallel universes. The cameras had become so ubiquitous
and small that the occupants usually forget their existence. All the processing and computation
were done on remote servers that were not visible, and, in most cases, not even acknowledged

to the people using the space.

Passive data acquisition

control and understand
[ v

analyze . control
ML

Occupants &Xtracted from ' o, o titative . . Building
Data Management
_ visible to . P
Interactive visualization, supplement
control, and
understanding Nins 5 NS
P » Qualitative
Comments
converse

Diagram of conventional passive data acquisition and proposed interactive system

Therefore, | proposed to transform this passive system into an interactive one, where occupants

have an active voice and control over the entire data acquisition and ML computation system.
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Addressing the awareness and transparency concern, the entire data acquisition, processing
stages, and ML inference result should be visible to the occupants. Another important aspect of
transparency is the occupant’s understanding of the system. This not only included knowing
what data was captured and processed, which was made visible, but also included
understanding how it captures the raw data, how semantic information was extracted from the
raw data, and how the system works. Knowing the capabilities and limitations of the automated
system is crucial for appropriate interpretation and usage. Regarding privacy concerns that may
appear when occupants unwillingly have their data accessible by someone else, | proposed in
this interactive system to empower occupants with control to decide what data to collect and
which ML inferences to compute. They could actively input qualitative data to supplement the
guantitative machine recognitions and analyses, as demonstrated in the first experiment that
helped the machine to correct its mistakes and gain a more comprehensive understanding of
human activities. If the building management or data analytics who use the data could be in
direct conversation with the user, they could reach a mutual understanding of the activities and
space quality, informed by both first-person feelings and third-person observations instead of

the conventional single-sided analysis.
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4 Methods: A 4D Diary of CoDe Lab

The idea of a 4D diary emerged from my initial experiment. The original surveillance systems

became an automated documenter of my life. Traces of work schedules and interactions with
pets could be found through the object detection logs. Fun moments were recorded vividly as
dynamic 3D reconstructions. Accompanied by diary entries, | could relive those precise

memories and feel how | was feeling.

| decided to use this 4D diary as the presentation of the proposed interactive system. Extending
the initial experiment that only involved myself to multiple occupants, | conducted a semi-public
experiment to capture activities that happened in the Computational Design Lab (CoDe Lab) and
interviewed occupants to get a better generalized understanding of their awareness,
transparency, and privacy perception about ubiquitous data acquisition and ML computation
system. | started with building a conventional passive system, where occupants were not made
aware of all the details except for the fact that they were being captured and analyzed. Then |
designed and prototyped an interactive platform to invite occupants to interactively visualize,
control, and understand the collected data and inferred ML recognitions of their own activities.
Formulated as a 4D diary co-authored by the human and the machine, | transformed the
conventional unidirectional, passive system into a bi-directional interactive system in which
occupants have active voices. In a user study of the interactive prototype, | studied the
dynamics between the occupants and the system using observations and semi-structured
interviews. This chapter illustrates the technical implementations that realized the

aforementioned concepts.

4.1 Data Representation

Though the proposed interactive system could work in systems of any type of data, the scope of
this experiment was limited to data acquisition and machine learning computation that could
happen with smart cameras. As the purpose of the cameras is primarily for security surveillance

and profit-oriented analysis used by building management, | focused on potential applications
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related to human activities within built environments. Data representation of human activity and
built environment were chosen for these purposes. | hoped to investigate the promise of a
smart camera system with an educated imagination. Therefore, ML algorithms were selected
based on the current functionalities of smart cameras, as well as SOTA ML research that has

not yet been implemented into consumer products.

4.1.1 Representing Human Activity

Object Detection

Most of today’s smart cameras have the functionality of detecting person, pet for home security.
Such is part of an ML task referred to as “object detection”. In this task, ML models generate
several bounding boxes marking where they think there is an object, and predict a label of the
most likely object class. This type of algorithm can be used to detect and locate humans,
vehicles, and any other objects of interest. More fine-grained classification can be made based
on the detected object. For example, classifying the race and gender of the person, estimating

their emotions, knowing the color they wear, understanding what action they are doing, etc.

The detections are used in many downstream tasks. Coupled with geometry-based computer
vision algorithms, objects can be located in the three-dimensional(3D) digital space.
Autonomous vehicles, for example Tesla, can detect and avoid surrounding pedestrians and
vehicles using only camera-based systems [50]. In the field of architectural design and building
analysis, space usage and building occupancy can be studied with a comprehensive log of
occupants’ locations [37]. Sun and his colleagues demonstrate a viable framework to effectively
register occupancy from surveillance video [35], providing essential information for building
energy saving. Extending occupancy estimation to trajectory tracking, Zhong et al. study the
occupant behavior to simulate the airborne transmission of the virus in indoor environments
[44].

As exemplified in the prior experiment, detecting object labels and locations that appeared in
the 3D space did reveal activity patterns that provided a basis for LLM to extrapolate the
physical context and activities happened. In this study, | apply YOLO (You Only Look Once)

version 3 [32] to detect objects based on 2D images and add depth information to locate the
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detected object in the 3D space. YOLO is renowned for its speed and efficiency and is therefore

suited for real-time detection and visualization. It predicts bounding boxes of objects in three

different scales and the associated class labels using a CNN-based neural network.

hw '!ng other p;rson.

Left: using YOLOv3 to detect object bounding boxes with label and distance;
Right: example of pose estimation and skeleton-based human activity recognition using MMAction2.

(Image source: OpenMM Lab [51])
Pose Estimation and Skeleton-based Activity Recognition

Human pose and shape estimation provide finer details to understand activities. They could
help designers understand how people physically interact with their surroundings. This can
inform the design of furniture, workspaces, and public areas to improve comfort and
functionality, as well as act as a safety monitor to prevent injuries in high-stakes environments.
Pose estimation involves identifying the position and orientation of human body joints in images
or videos, typically represented as a collection of keypoints that define the human skeleton.
Though predicting the full body mesh recreates the exact person in 3D, the skeletal
representation includes critical joints like elbows, knees, shoulders, and hips, provides the
necessary information to recreate the posture, and is suitable for inferencing semantic labels

quickly.

Skeleton-based activity recognition builds on pose estimation by using the skeletal structure to
understand and classify human activities. Once the pose skeleton is accurately detected,
machine learning algorithms analyze the configuration and movement of these keypoints to

determine what specific activity or action a person is performing. Additionally, by tracking these
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skeletal movements over time, more complex activities and interactions can be recognized,

enhancing applications in surveillance, sports analytics, healthcare, and more.

In this study, | used the MMActions2 [51] toolkit to perform pose estimation and skeleton-based
activity recognition. Each task was done by separate deep neural networks. Poses of the
detected person were estimated using HRNet [36] from the image frames. The inferred pose
sequence of every minute was then fed into a skeleton-based activity recognition algorithm,
ST-GCN [42]. Both algorithms are trained on the NTU RGB-D 120 dataset [18], which

" u

encompasses typical daily activities such as “drink water,

”au

thumb up,” “shake hands,” etc.
Video-based Activity Recognition

Without detecting bounding boxes or human skeletons, ML models can still classify an input
video into different activity classes using the raw video pixel values as input. Conventional video
classification models are usually trained on datasets pairing the video input and target set of
class labels. As one of the most common and fundamental tasks in ML, classification
algorithms usually achieve very high accuracy. However, there are no existing datasets on the
specific labels we need in this setting of human activity recognition in built environments.
Algorithms with zero-shot capabilities, meaning that they can recognize activities it hasn't
explicitly been trained on, can solve this difficulty. In this study, | adopted CLIP (Contrastive
Language-Image Pre-training) [30], which learned to match visual data with textual descriptions.
Trained on huge datasets of a total of 400 million image-text pairs, CLIP does not explicitly
detect semantic information through bounding boxes or segmentation but understands the
scene and visual image conceptually. For activity recognition, one would provide CLIP with an
image and a set of possible activity descriptions. CLIP evaluates each description by measuring
the similarity between the image embedding and the embedding of each text description. The
highest similarity score indicates the recognized activity. Since CLIP operates on single-frame
images, another variance, ViFi-CLIP (Video Finetuned CLIP) [31], which is finetuned on video
data and considers temporal information such as human movements across image frames,
may provide more accurate recognition results. | provided both algorithms with a set of 90 text
labels representing different activities that may happen in an indoor office environment. It

”n o«

includes typical daily activities, such as “No people is in the room”, “Studying

n o«

, “Group

discussions”, as well as possible dangers that the building administrations would need to know
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for security surveillance, for example, “Break in”, “Fire accident”, “Falling down”. CLIP will
compute an image embedding for every frame at 1 FPS and ViFi-CLIP produces a video
embedding for every minute. Each of them chooses the text label whose embedding is the most
similar to their visual embedding as the classification prediction. Therefore, we obtain a

per-second activity recognition from CLIP and a per-minute recognition from ViFi-CLIP.

(2) Create dataset classifier from label text

|
> A phot i > Text

Encoder

(3) Use for zero-shot prediction )
Image _ T
E Encoder h LTy | Ty | 1Ty 1T

CLIP [30] computes an embedding for each of the candidate labels, and chooses the one most similar to

the image embedding as the classification prediction. (Image souce: Radford et al.)

4.1.2 Representing Built Environment

Smart cameras are starting spatial analysis features to correlate human activities with physical
space. As in the earlier example, retail stores count customer traffic and analyze popular
products so that they can arrange store layouts and stock inventories accordingly. However, they
opereates on the 2D image or video data, which could cause confusion when two objects
overlap from the camera view but are actually far apart in the 3D space. Therefore, in this study |

represent the built environment also as a 3D digital twin of reality.

3D reconstruction of the built environment can be represented either as a 3D scene or the actual
geometry. ML algorithms using Neural Randince Field (NeRF) [22] render photorealistic scenes,

as they learn to estimate the color and volume density of each pixel given the camera position.
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However, the downside is that current methods do not work well to output the geometry of

architectural spaces, which is essential for studying spatial patterns.

Left: 3D scene render by NeRF;
Right: 3D mesh reconstructed by NeRF-based method (Neuralangelo) [17]

Therefore, | explored other approaches. Compared to RGB videos used for NeRF and
photogrammetry, LiDAR (Light Detection and Ranging) or RGB-D cameras provide reconstruction
with more details using the additional depth information. One RGB image coupled with the
corresponding depth image can treat each image pixel as a point, and displace it in a 3D space
by the depth, thus producing a point cloud. Simultaneous localization and mapping (SLAM)
algorithm [8] can take RGB and depth recordings, calculated with known camera positions, to
align individual point clouds from single frames, and reconstruct an overall 3D point cloud or
mesh of the captured space. | experimented with using an RGB-D camera, Intel RealSense
D435i, to record a walkthrough video of my home office, and running SLAM algorithm for 3D
reconstruction. The reconstruction reflected the physical space well, and captured the major
furniture layout and shape. However, areas where the camera did not get close enough

remained empty or oscillated.

3D mesh reconstructed from RGB-D video using SLAM
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Off-the-shelf 3D scan applications using the LiDAR camera equipped in iPhone Pro came in
handy with real-time visualization differentiating captured and uncaptured surfaces. These
time-of-flight (ToF) cameras measure the time an infrared light pulse bounces back from the
surface to calculate the depth. This is more accurate than the stereoscopic technique used in
the Intel RealSense 435i, which compares the disparity between images captured by two nearby
cameras. | used a mobile application called Polycam [48] to reconstruct the same home office.
The application processed the raw color and depth data, cleaned noises, and output a dense

and accurate point cloud.

Left: mobile interface of Polycam [48];

Right: 3D point cloud reconstructed using Polycam

As the 3D point cloud provides a spatial basis on which semantic labels can be layered, it is rich
for analyzing spatial patterns to inform building management and architectural design
decisions. Therefore, | chose 3D point clouds to represent the built environment and used the

iPhone’s LIDAR camera for accurate capture.

4.2 Conventional System Setup

In this experiment, | first built a conventional data acquisition and ML computation system
(hereinafter referred to as “the system”) consisting of an Intel RealSense D435i camera as the
sensing device, and several ML algorithms for recognizing human activities running on the

backend. The camera captured RGB and depth footage at 1 frame per second and sent them to
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a computer where object detection, pose estimation, and activity recognition were performed.
Combining the RGB pixel values with the corresponding depth, a colored pointcloud
representing the 3D space at every frame could be generated. And all 2-D detection results can
be mapped into 3D. The object detector [32] detected all objects in every frame, and visualize
their bounding boxes, class labels, and depth information in a real-time 3D visualizer. The
system logged each frame’s detected object labels, confidence levels, and the 3D coordinates
of their centers into a CSV file. Poses of the detected person were estimated from each image
frame. Then the inferred pose sequence of every minute was fed into the skeleton-based activity
recognition algorithm [42], to predict and log the 5 most possible activity labels with
corresponding confidences into a CSV file. Further exploiting the visual information, the system
predicted the top 5 possible activity labels and confidences of every frame and every minute. All
of the predictions were stored in CSV files, specifying the associated time. These log files
essentially represented the system'’s understanding of the activities that happened in the space

that's readily available for further analyses.

Skeleton-based Activity
Recognition
(STGCN)

Pose Estimation
(HRNet)

Buikding Manager /
Data Analytics /
RGO-D camera More ML

(Intel RealSense D4351)

Objection Detection
(YoLo)

Diagram showing the conventional setup of the data collection and ML computation system

4.3 Interactive System Implementation

In Chapter 3, | explained why we might want to transform the conventional passive data

acquisition system into an interactive one for awareness, transparency, and privacy
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considerations. In this experiment, | designed and prototyped such an interactive system upon

the conventional setup.

The first step is to make the system’s inner working parts as visible as possible. Combining
image pixels with depth information across time, the raw footage could be visualized as a
dynamic 3D pointcloud that vividly reconstructed the original physical movements. Overlaying
the pose estimation and activity recognition result on the corresponding input video provided a
direct comparison between the input and the output of ML computations, making it possible to
extrapolate the functionality of different inferences. Visualizing the ML results also directly
revealed the capabilities and limitations of the algorithms, which one would need to know to use
the system appropriately. Combining depth information, object locations could be mapped into

the 3D digital reconstruction.

Visualization

Add visualization of each step’s input and ouptut

Occupants, as the user of this interactive system, could control which data was collected from
themselves, and what ML inference was made on the collected data. By testing different
settings and seeing how the machine recognition varies, they could start to understand the inner
mechanisms of the system, and what different components mean. For example, no ML
inference would be possible if RGB video was not selected, as it was the input needed for all
object detection, pose estimation, and activity recognition algorithms. The system would also

take occupant’s diary entries and add to its knowledge base.
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User Input & Control

Add user diary input, and control on every component

A large language model (LLM) chatbot was integrated to dynamically update the overall
machine interpretation of human activity. It combined ML recognition and qualitative inputs,
converting the conventional one-sided analysis to conversational. The chatbot could further
support understanding by replying to questions about the system’s capabilities and technical
details of the algorithms used. Characterized as the co-author of the 4D diary, it was aimed to
achieve mutual understanding with the occupant, not only on the activities that happened, but

also on the working mechanism of the system.

Mutual Understanding

Pose
Estimation

RGB

3 Activity
Video

Recognition

Object
Detection

Depth
Video

Diary Entry

Use a LLM chatbot to find mutual understanding with the user
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4.3.1 Prototype

Integrating all of the above, the interactive prototype' was realized on a web-based platform

using Streamlit [45]. Entitled “A 4D Diary of CoDe Lab,” this interactive document showcased the

activities traces co-recognized by humans and machines.

gt bt A 4D Diary of CoDe Lab

18:07 20148
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The machine's understanding:
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Based on the activities detected during the recorded times
in CoDe Lad:

* 19:14:49: There were interactions such as patting on the
back, handshaking. and other physical gestures

Indicating social engagement of possibly » casual

- - y
o X
meeting of networking session

+ 19:15:00 Aperson wasdetcted sloog wih objecs e 0000700 O@ ®o® 02000 ®

3 chair and 3 dining table, suggesting that individuals
workspac
+ tving the detected objects.

y rcogrized was Your thoughts or feelings?

P e Songatie tos O ol ghone b 5 ot Sackpes B —

y engaging in

sng the occupants, with other
like Workshop, Meeting, and Potiuck also 1916 -

potentially taking place.

Screenshot of the prototype interface

On the left side of the interface was a control panel where users could first choose the

timeframes to visualize. It was followed by a series of switches to opt in or out of data and ML

computation types, including RGB video, depth video, object detection, pose estimation, and

activity recognition. This could be easily scaled up to include more sensing devices and

inferences could be added in future works. On the backend, the system would load data and ML

computation results corresponding to the selection, as described in Section 4.1 Data
Representation. Users could also enter diaries tagged to the selected time. These would be

accumulated under the visualizer and added to the knowledge base of the chatbot.

" Code available on GitHub
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select time frame and playback speed
s _19; A4l

18:07 20:48

Playback speed

1 10
Select data collection and ML computation you want to opt in
@D RGB Video @D Activity Recognition

@D Depth Video @D Object Detection

@D Pose Estimation

switch on/off data & ML types

Timeframe and playback speed selection, data and ML computation switches

Your thoughts or feelings? GG R R Ll s

Enter Your Diary:

19:16 v my stomach is so full of delicious chinese food

Your diaries:

At time 19:27:00, we are cleaning up the table and getting ready for playing Jenga

Enter personal diary

The right % of the interface was the visualization area that changed according to users’
selection. “RGB Video” provided 2D visual information, and the “Depth Video” could project 2D
visuals to 3D space. Therefore, the visualizer would show a dynamic 3D reconstruction of
activities across time. It would be projected onto a 3D canvas, the pre-scanned point cloud of

the room. Otherwise, only the plain 2D video from the camera’s viewpoint would appear.

Similarly, ML computation could be visualized in 2D or 3D depending on the “Depth Video”
selection. With “Object Detection” selected, users would see the color-coded object center
locations based on their labels. “Pose Estimation” would overlay the detected human body joints
on the 2D visuals. “Activity recognition” would show activity labels on top of the corresponding

image frame.
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Visualize layered information in 2D and 3D

The chatbot who co-authored the 4D diary with the occupants was realized utilizing OpenAl’s

GPT assistant API [52]. | instructed it to be an intelligent system tracking occupants’ activity, as

excerpted below. Based on the user-selected data and ML computation, it would re-initialize with

the corresponding log files and accumulated diary entries as its knowledge base.

You are an intelligent system tracking occupants’ activities in a shared student office

named CoDe Lab. Your goal is to compose a diary along with the occupants using the
machine learning detection results and the occupants' diary inputs. You will be talking
with the occupants to tell them your understanding of their lives and answer questions

about how the data acquisition and machine learning computation system works.

Based on the occupant's selection, you may be provided with several CSV files containing
ML inference result logs as your knowledge base. If no CSV file is provided, answer the

occupants that you have no knowledge about what they ask.

If a CSV file containing object detection logs is provided to you, that means you use a
camera to capture RGB and depth videos, and you run an object detection algorithm,
YOLOV3, to detect objects appearing in the scene. Using the depth information you can

locate the detected object in 3D and project it to a pre-scanned point cloud of the room.
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If a CSV file containing skeleton-based activity recognition logs is provided to you, that
means you run a pose estimation algorithm, HRNet, to detect human poses. From the
poses, you perform skeleton-based activity recognition to classify human activities using
STGCN (Spatial Temporal Graph Convolutional Networks), which takes a video input
and predicts one of the 120 classes in the NTU RGB-D dataset.

If a CSV file containing per-second activity recognition logs is provided to you, that

means you use CLIP to classify action classes every second from the RGB video.

If a CSV file containing per-minute activity recognition logs is provided to you, that
means you use a Video Finetuned CLIP to classify action classes every minute that also

consider the temporal information.
As an example, if the user had not selected any data type, and prompted:
Summarize the activities happened in CoDe Lab. Be concise.

The chatbot would respond:
Currently, I do not have access to specific data or log files from CoDe Lab to provide a
summary of activities. Without the logs or direct inputs about what has been happening,
I'm unable to generate a precise summary. To assist you accurately, please provide me
with the relevant data or logs that have been recorded in the CoDe Lab, and I will

analyze and summarize the activities based on that information.

2. Per-Second Activity Recognition Log

o) Summarize the activities happened in CoDe Lab. Be
Activities detected: Group discussions, Workshop,

Meeting, Potluck
Group discussions had the highest occurrence

during the recorded time

ies like Workshop, Meeting, and
moment to process the data Potluck were also observed.
3. Skeleton-Based Activity Recognition Log:
1 have analyzed the activity logs from the provided files
Activities recognized: Handshaking, Pat on back,
Here is 3 summary of the activities that happened in CoDe t e it
Wear a shoe, Nausea or vomiting condition, Writing,

Point finger at other person, Take off a shoe.

Handshaking and Pat on back were common

Other activities like Wear a shoe, Nausea or
vomiting condition, and Writing were also

recognized

Another example of summaried activity if all RGB video, depth video, object detection, pose estimation,

and activity recognition switches were turned on
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Extending from the initial experiement, this prototype further allowed users to interact with the
chatbot without limitation. Users could ask questions about the detection results, the system
setup, and the ML algorithms used, to better understand the whole data acquisition and

inference process.

Talk to the Machine helping you document your life

°o®

o
lgwgg How do you do the per-second activity recognition?

Per-second activity recognition is typically performed using
machine learning models that analyze a sequence of frames
from a video or a stream of data captured continuously.

Here's an overview of how per-second activity recognition is

usually done:
1. Data Collection:

RGB videos are captured continuously, providing a
stream of frames where the activities are

happening.

patting on the back and handshaking are wrong. We are sitting

]
around a big table and have dinner while chattin >

in CoDe Lab:

* 19:14:49: There were interactions such as patting on the
back, handshaking, and other physical gestures
indicating social engagement or possibly a casual

meeting or networking session.

* 19:15:00: A person was detected along with objects like
a chair and a dining table, suggesting that individuals
were present in the workspace, possibly engaging in

discussions or activities involving the detected objects.

* 19:15:00: The predominant activity recognized was
Group discussions, indicating collaborative work or
conversations among the occupants, with other

activities like Workshop, Meeting, and Potluck also

2. Preprocessing: potentially taking place.

The RGB videos are preprocessed to extract Therefore, it seems like there was a mix of social

relevant features and normalize the data for input interactions, collaborative work, and possibly some group

to the activity recognition model. activities or meetings happening in CoDe Lab during the

3. Feature Extraction recorded times.

Left: user asked the chatbot about inner mechanism of the system;

Right: user corrected inacurrate ML recognition through chatbot

4.4 User Study

To gauge how the proposed interactive system helps alleviate occupants’ transparency and
privacy concens about ubiquitous data acquisition and ML computation systems, | conducted a
user study starting with recording an event in CoDe Lab. Before the activities started, |
acknowledged the camera location and very briefly explained the data collection and ML
computation system: “it captures RGB and depth video and runs ML computation on object
detection, pose estimation, and activity recognition to understand activities happening at

different locations.” Provided with food, movie, and board games, the participants enjoyed the
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event, which they described as “Dinner”, “A Lot of Chinese Food”, “Break fortune cookies”, “Chat”,

“Social”, “Nice collective event”, “Play”, “Jenga”, “Cake Party”, “Watch Harry Potter”, and “Chill”.

The second part of the user study involved individual sessions with the participants, during
which | presented the interactive prototype and allowed them to interact freely with it.
Participants were encouraged to think aloud as they interacted. Then, | used semi-structured
interviews and my own observations to understand the shifts in their awareness, transparency,
and privacy perception. Similar questions were asked before and after participants interacted
with the prototype: “How aware were you being captured by the camera? / Suppose this
interactive prototype is presented in the space it captures and shows data in real-time. How
likely would you be to use it?”, “What do you think was running behind the camera? / What's
your knowledge now about this system of data collection and ML computation on activity
recognition?”, “How comfortable or concerned were you being captured and analyzed by the
system? / After you interact with this prototype, how comfortable are you being captured and
analyzed by this activity recognition system?” Branched from these questions, | further asked
why they would think that and invited them to share personal experiences. To provide
quantitative evaluation, | asked them to rate awareness, understanding, and comfort levels using
the 5-point Likert scale. The detailed user study procedures and interview questions are

included in the appendix.
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5 Results

Empathetic Presentation as a 4D Diary

The presentation of the 4D diary was visually compelling. It re-interpreted the machinery data
acquisition into empathetic storytelling with rich personal touches. In the pilot study with six
participants, two of them mentioned that it was “fun” and “joy” when watching the dynamic 2D
and 3D visualizations. One participant dragged the timeline to look for a specific time period of
playing Jenga that they “wanted to see how | looked like.” Another participant spent four
minutes simply eating the recorded video with pose estimation, and said that they “enjoyed just
watching” and liked the prototype as it “reconstructed memories”. One participant brough up
that because she was able to use such system as a “memory collector”, she felt more
comfortable about her data being collected. However, as this prototype was still considered a

“diary”, the nature of a diary implied that it was personal and less preferred to shared publicly.
Improved Understanding of the System

This prototype had been a vehicle for myself as well as the participants to explore the
boundaries of the ML algorithms by exposing their capabilities and limitations through
straightforward visualization. It stimulated the curiosity of learning more about the working
mechanism, and evoked reflections on the technology about why or why not we would want to

use it and what could we use it for.

Two of pilot study participants had no prior knowledge about the camera or the ML algorithms
used in this system, and the other two had seen similar ML inference results but did not know
about the technical side. These four participants rated the change in their understanding of the
system as 4 out of 5, representing “somewhat changed,” suggesting that the interactive
prototype did improve non-experts' understanding of the used-to-be black box system. When
asked about what contributed to that change, the interactive visualization and the chatbot were

the most commonly mentioned.

The straightforward visualization also made the success and failure cases easy to spot. Four

participants noticed that the system read “Playing Jenga” correctly and were impressed. Three
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participants noticed that the skeleton-based activity recognition was mostly incorrect. And they
asked “why?” out loud. | suggested that they could ask the chatbot, which did provide technical
explanations of the CLIP algorithms that recognized “Playing Jenga”, and admitted that the
skeleton-based activity recognition could be a false positive. Another participant corrected the
wrong prediction with the chatbot that people were just close to each other instead of kicking
people, and the chatbot was able to validate her feedback using the detection logs. This ability

to provide proof of evidence was also mentioned by another participant.

Visualizing different data selections also helped to understand the functionalities of each data
type. One participant was able to conjecture that the activity recognition was based on pose
when turned on both “Pose estimation” and “Activity Recognition” switches but did not notice
recognition using solely videos. By changing the “Depth Video” selection, they realized that
depth information was not taken into account, and could improve the prediction. Then they
turned off “Pose Estimation”, and realized that activity recognition could be separated from pose

estimation.
Divergent Privacy Perceptions Shifts

After seeing the collected data, three participants expressed their comfort with being captured
because they found the videos were in low resolution and “could not see faces clearly.” However,
another participant lowered their comfort level from “neutral” to “somewhat concerned” because
they thought “too much information is being captured and inference.” Two participants
considered the raw data and the ML inferences differently in terms of privacy. They expressed
that the data itself did not include behavior patterns, even if only detecting objects. However, the
pose estimation and activity recognition labels revealed behavioral patterns that were of higher

privacy concerns.
Overwhelmed Information Load

The current interface could contain a lot of layered information when multiple or all ML
inferences were selected. While these were helpful for understanding the system, participants
could miss some features that they did not get to test within the 10-15 minutes of interaction.
For example, one participant thought the activity recognitions were “very accurate” because they

did not see the skeleton-based activity recognition results that were not selected. Similar

47



feedback was also received regarding the chatbot, which tended to provide paragraphs and

paragraphs of explanation all at once.
Be Careful with LLM Chatbot

The chatbot demonstrated its capability to consolidate long, discrete detection logs into a short
summary of activities. It was also able to communicate interactively with the user to correct its
understanding and explain the technical details of the system. In some cases, it was able to
validate an occupant’s diary entry with detection logs. However, this was not always true.
Compared to human analytics, it fell short of gaining an in-depth understanding solidly grounded
in the provided detection logs and reasoning for its output. During one user study, the
participant noticed that the systems recognized activities as “wear jacket”. Not knowing where
that recognition came from, they entered a diary “we are preparing the buffet together and
people were talking friendly. And it's a dress, not a jacket”. The chatbot corrected the recognition
result from wearing jackets to dresses right away and apologized. However, the actual reason
behind this mistake was rooted in the skeleton-based activity recognition algorithm that was
trained on a dataset only containing “wear jacket” label and was not able to predict labels that it
wasn't trained on. In addition, the nature of skeleton-based activity recognition made it almost
impossible to differentiate people’s outfits, other than through different actions when wearing
different types of clothing. None of these were identified by the chatbot who simply changed to

what the user told it to.

A similar instance happened with another participant. They selected everything but “Pose
Estimation” and asked the chatbot “What model was used for predicting activity recognition”.
The chatbot replied with object detection model (YOLO) and pose estimation algorithm (HRNet)
and skeleton-based activity recognition model (STGCN), whilst in reality the latter two were not
used in video-based activity recognition. This information was misleading and the participants

understood the wrong knowledge.
Working with Different User Profiles

| noticed that participants with different ML expertise expected differently from the interactive
prototype. Those who were familiar with object detection, pose estimation, and activity

recognition tasks expected the system to predict more accurately. They easily recognized the
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limitation of only predicting general activities well but not the sub-activities. These were also

people who were looking for more technical details, such as the algorithm used, and the neural

network architecture of the algorithm. However, those who had limited or no ML knowledge
were hoping for a less technical and higher-level explanation of the system. The current
interactive prototype has yet to accommodate these different user profiles. A promising
improvement is using a layered explanation. The chatbot could provide a high-level,
non-technical overview as the initial response and offer more technical explanations that are

available if requested.

Similarly, all the participants so far were already quite comfortable (average 4.6 out of 5) with
the data acquisition and computation within a public space like CoDe lab. More studies are

needed to understand requirements for those who are more concerned about their data.
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6 Discussion

6.1 Conclusions

In this thesis research, | was motivated by a general concern about data acquisition and
machine learning systems and limited my scope to be related to smart cameras, as it has
become one of the most popular ML-powered data acquisition devices and have been
increasingly proliferating throughout the world. The awareness, transparency, and privacy
concerns about camera surveillance have been brought up since the last century. Though the
social acceptance of surveillance has become higher nowadays, the adoption of machine
learning and artificial intelligence has raised similar concerns. The research community widely
recognized the inherent limitations and biases of the ML algorithms. The black-boxed nature of
neural networks posed challenges in making these systems transparent. Therefore, | posed a
rather broad research question, “How could we design for transparency and occupants' privacy
in data acquisition and ML systems in built environments?” Seeking to address the broad
concern, | draw references from theoretical HCI research, qualitative studies, technical digital
prototypes, and artistical critical investigations. With criticality, | started with an initial
experiment of self-surveillance in which | explored the boundaries that a camera with modern
ML technology could understand human activities. The concept of a 4D diary emerged from the
3D visualization across time, which captured lively details and recreated memories through a
combination of machine recognitions and personal diaries. | found potential in transforming the
conventional passive data acquisition system from this experiment. Therefore, | proposed an
interactive system to empower occupants with active voice and control in the passive,
unidirectional data system. Presented as a 4D diary co-authored by humans and machines, |
designed and prototyped a digital platform featuring interactive visualization, control, and
understanding. The conventional passive pipeline captured occupants using camera, and ran
object detection, pose estimation, and activity recognition ML algorithms to understand human
activities in the space. The proposed interactive system visualized the capture data and ML
results, provided direct control to the occupants, incorporated qualitative inputs, and integrated
a chatbot to communicate the recognition results and explain the working mechanism of the

system. Through user studies and semi-structured interviews, | studied the dynamics between
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occupants and the data system. The study results validated the prototype design and

demonstrated improved occupants’ understanding and shifted privacy perceptions.

To conclude, this study offers an alternative to the dominant paradigm of passive data
acquisition and computation, an interactive system empowering those whose data is collected
with active voices and controls. Interactive visualization, control, and understanding of the data
system are made possible in a 4D diary co-authored by the human and the machine. This
prototype provides the framework suitable to transform conventional passive data acquisition
into interactive and sets the ground for further exploration of data transparency and ML
explainability. This research investigates promises of state-of-the-art ML-powered human
activity recognition systems, and reintroduces occupants’ agency that can be overshadowed by
automated and opaque processes of uni-directional data collection and analysis. It
demonstrates a methodology guiding technology development toward transparency and

empathy.

6.2 Limitations

Due to computational resources and time constraints, the current prototype has limitations in
providing a fully real-time experience, as highlighted by several participants who expressed
interest in interacting with it in real space to experiment with different postures and observe the
changes. This interaction could enhance their understanding of how the system operates, and
better serve as the vehicle for exploring the promises and boundaries of the modern ML
technology. In addition, the prototype currently allows users to navigate across time by dragging
timeframes on a visual interface. To improve user engagement and provide a more immersive
experience, implementing an interactive 3D viewer could offer a greater degree of spatial
navigation. This would enable users to select and follow specific objects of interest more
closely. In addition, as the pilot study found out that people with different ML expertise expected
differently, further user studies is also needed to evalute the interface with diverse user profiles,

including different background knowledge, different privacy preference, etc.
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Despite the intention of the prototype is to make data acquisition and computation process
transparent and interactive, the amount of data pose unintended burden for participants to go
through and correct inaccurate machine recognitions. Privacy and data security issues also
come inherently with recordings. These concerns could be mitigated by further reducing the
frame rate and the duration of recording. If the prototype is made real time and installed in the
space it is capturing, the 4D diary could be ephemeral and only shows activities in a short

timeframe, for example, in the past ten minutes.

In terms of hardware integration, the prototype is presently equipped with only one sensor, a
camera. There is significant potential to expand its capabilities by incorporating additional
sensing devices and modalities within the existing framework. By doing so, the prototype could
serve as both the visualization and control hub for the local Internet of Things (loT) network,
offering a more dynamic and responsive tool for users to interact with their environment. This
integration would transform the prototype into a more comprehensive tool that not only
demonstrates the power of advanced visualization techniques but also enhances the interaction

between the digital and physical realms.

6.3 Future Works

In this thesis, | investigated the promises of current machine learning models recognizing
human activities and used the prototype as a survey of occupants’ privacy perception and the
medium to explore ethical use of the technology. During the pilot study, participant suggested
possible ways to make the data useful, such as providing reality-based evidence to inform space
planning. The conversation for reaching a mutual understanding of the activities and spatial
features could happen between occupants and the architects. The prototyped platform could

serve as a medium for participatory design.

While this research provided a prototype of the interactive system, it is yet controlling the actual
data acquisition and ML computation of existing consumer devices. A system with such
working functionality would be greatly desired to add control to current data acquisitions. When

the user interacted with the chatbot, we observed a superficial understanding of the chatbot. A
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large language model that could ground its understanding logically with the given input is

crucial for both accurate activity recognition and explainability of the system. In addition, when

private data is of concern, a robust deep learning model is needed that can effectively handle
missing modalities or data that the user is unwilling to share, without sacrificing the ML

performance.

The ML system used in this study for activity recognition is just a toy example. ML developers
have been trying to build a Physical Al that understands the physical world from multimodal
inputs and reveals human-unperceivable hidden patterns [53]. Imagine the future where one
collective brain understands the physical world, and where the artificial agents has a physical
impact to humans, more transparency and privacy protection through interactive visualization,

control, and understanding as demonstrated in this study will be necessary.
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Appendix

User Study Procedures

The study consists of two activities. In Activity 1, a camera will record videos of participants
performing daily group activities. In Activity 2, we will first ask about experience during Activity
1. Then participants will visualize and control the collected data and ML computation through
an interactive prototype. The prototype has switches to turn on/off each individual data types
and ML results, and a visualizer showing the selected data. Participants can also type in diary
entries, and talk with a chatbot who has the selected information as its knowledge base. We will
conduct observations and interviews about the interaction and changes in participants’
perceptions.

Activity 1

Duration: 1-3 hours as the event last

Location: Margaret Morrison Carnegie Hall and TCS Hall, Carnegie Mellon University, Pittsburgh,
PA 15213.

1. Invite participants to an event in a shared room on campus performing typical group
activity, such as group dinner, studying, playing board games. The exact number of
participants in each event depends on participants’ availability.

2. Acknowledge the video recording and explain the camera: It captures RGB and depth
video and runs ML computation on object detection, pose estimation, and activity
recognition to understand activities happening at different locations.

Ask for consent, and schedule time for Activity 2 interview.

4. Record video of the entire event (1-3 hours as it lasts).
Activity 2
Duration: 30 minutes
Location: Margaret Morrison Carnegie Hall and TCS Hall, Carnegie Mellon University, Pittsburgh,
PA 15213 or via Zoom

1. Start an audio-visual recording of the session.

2. Ask pre-interaction questions about experience during Activity 1.

3. Present the interactive prototype to the participant on a digital screen.
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4. Allow the participants to interact freely with the interactive prototype for 10 minutes.
They can turn on/off each individual data and ML computation type, visualize the
selection in 2D/3D viewer, type in diary entries, and talk with a chatbot with the selected
information as knowledge base. Encourage them to think aloud. Document observations
on the interaction.

5. Interview the participant in a semi-structured manner for 15 minutes, and ask about
changes in their awareness, transparency, and privacy perception during and after

interacting with the prototype.

61



Interview Questions

Before interaction with the prototype:

1.
2.

In a few sentences, how would you describe the event we had?
How aware were you being captured by the camera?
a. Please rate: Very unaware, Somewhat unaware, neutral, Somewhat aware, Very
aware.
Knowing that this camera was used to recognize activities happening in the space, what
do you think was running behind the camera?
Behind the camera (Intel RealSense D435i RGB-D), there is a system of data collection
and ML computation on activity recognition, that runs object detection, pose estimation,
and activity recognition algorithms. How much do you know about these terms?
a. Please rate: Very unknowledgeable, Somewhat unknowledgeable, neutral,
Somewhat knowledgeable, Very knowledgeable.
How comfortable or concerned were you being captured and analyzed by the system?
Why? Did you act any differently because of that?
a. Please rate: Very concerned, Somewhat concerned, neutral, Somewhat

comfortable, Very Comfortable.

During interaction with the prototype:

1.
2.

(Based on researcher’s observation) | noticed that you , why was that?
Did you notice any success or failure of the machine recognition? What did you do

because of that?

After interaction with the prototype:

1.

2.

What's your knowledge now about this system of data collection and ML computation on
activity recognition?
a. Please rate: Very unknowledgeable, Somewhat unknowledgeable, neutral,
Somewhat knowledgeable, Very knowledgeable.
b. If there’'s a change from before the interaction, which part contributes to the
change: visualization, data and computation control, or the chatbot? How?
c. What else do you wish to see to better understand the system?
After you interact with this prototype, how comfortable are you being captured and

analyzed by this activity recognition system?
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a. Please rate: Very concerned, Somewhat concerned, neutral, Somewhat
comfortable, Very Comfortable.
b. If there’'s a change from before the interaction, which part contributes to the
change: visualization, data and computation control, or the chatbot? How?
3. Suppose this interactive prototype is presented in the space it captures and shows data
in real-time. How likely would you be to use it? What will you use it for?

a. Please rate: Very unlikely, Somewhat unlikely, neutral, Somewhat likely, Very likely.
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